Tumy Kyky
"maBHOMY MUcnonHUTENLHOMY AnpekTopy Apple

Open letter to Apple: XBaTuUT NnomMoraTb LieH3ypupoBaTb PyHeT
(read English Version below signatures. The full list of signatures will not be
publicized due to security risks and will only be shared directly with Apple)

-H Kyk,

Mbl, HwkenognucaswMeCca NpeAcTaBUTENU rpaxgaHckoro obuwectBa, npusbiBaeMm Apple
nNpeanpuHATL Npo3payvHble U pelunTenbHble JeNCTBMA B OTBET Ha 3anpochl U pacrnopsikeHus
poccumnckux snacten o6 yganennn VPN npunoxeHuii n3 poccurckoro App Store.

Mbl 3Haem, 4to 4 miona 2024 roga komnanusa Apple yaanuna us poccurickoro App Store VPN-
npunoxexHua Red Shield VPN, Le VPN, HideMyName, PlanetVPN, AdGuard VPN, u mHorvne

apyruve.

CornacHo pasbsACHEHUsIM _KOMMNaHuM, HanpasneHHbiM VPN-cepBucam, pelueHve 6bino
MPUHATO B OTBET Ha TpeboBaHWe POCCUICKOro LEeH3ypHoro BedomcTBa (PockoMHagsopa).
OpHako Apple He nosicHuna, nMoYyemMy B [aHHOM Criydae OTCTynaeT OT COGCTBEHHbIX
CTaHOAPTOR M NPaBWUI, B KOTOPbIX NMPU3HAET «KPUTUYECKYIO BaXKHOCTb OTKPLITOro 06LLecTBa, rae
nHopMaLmsa pacrnpocTpaHsieTcsl cBoBOOHO» M YeTKo 3asiBnseT, 4To «pyka 06 pyky C
KOHGMAEHUMANbHOCTLIO HaLLMX NoMnb3oBaTene naeT NPUBEPXKEHHOCTb CBOGoae MHOopMaLUi
n cBobode BbIpaXeHUss MHeHUs». BMecTo aToro komnaHus MaoeT Ha noBody TpeboBaHuii
aBTOPUTApPHBIX CTpaH C HECBOGOAHLIM MHTEPHETOM, UFHOPUPYS MHTEPECHI M NpaBa KMMEHTOB
KOMMaHUM Ha OOCTYN K MHGOPMaLUM 1 3aLMTY YaCTHbIX KOMMYHUKaLWA.

CornacHo oOT4yeTaM HEe3aBUCUMbIX HeENpaBUTENbCTBEHHbLIX opraHu3auun Freedom House u
«PenopTepbl 6e3 rpaHuyy», Poccusa BXoauT B YMCNO CTpaH ¢ HecBOBoaHbIM MHTEpHETOM. B xone
coBmecTHoro mccnegoBaHusa Pockomceo6oabl 1 OONI 6bino BbIABNEHO, YTO ThbicAYM BeO-
pecypcoB B Poccun noaBepranuch LeH3ype BOEHHOro BpeMeHu. focyaapcTBo 6nokmMpyeT goctyn
ko BceM He3aBmcumMmbiM CMW, coumanbHbiM ceTam 1 nnatgopmam (Twitter, Instagram, Facebook,
YouTube), BebG-pecypcaMm pOCCUMIUCKUX W MeXOyHaApOAHbIX MNPaBO3aLUMTHBLIX OpraHusauumn
(Human Rights Watch, Amnesty International, MockoBckas XenbCuHKcKasi rpynna v apyrue).

O,EI,HVIM 13 Hambonee 0ENCTBEHHbIX cnocoboe ana pOCCI/IIZCKVIX nonb3oBaTenen nony4ynTb O0CTyn
K HesaBMCUMOW VIH(*)OpMaLI,I/II/I BO BpemA nosiHom LUeH3ypbl B VlHTepHeTe - MnCnosib3oBaTb
MHCTPYMEHTHI, pa6OTa}OLLI,VIe Ha ocHoBe TexHonornn VPN.

B ycnoBusix BoeHHOW LeH3ypbl App Store ana MHorux xutenen Poccum cnyxut He CTONbKO
MarasMHOM TMpUMoXeHNn Ans cMapToHa, CKOMbKO MOYTU €OUHCTBEHHbIM OKHOM B MUp
cBoboaHOM He3aBucUMON nHdopmauun. Bo MHorom aTo npoucxoguT 6narogapst NpUnoXeHnsam,
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KoTopble pa3pabaTtbiBaloT He3aBUCMMbIE Meauna, pa3paboTumkn VPN-cepBMCOB U rpakgaHckue
aKTMBUCTbI, U KOTOpblIE MM MOMOraeT AUCTpubyTupoBaTb Cpean POCCUUACKMX MOfb3oBaTenen
komnaHua Apple.

HekoTtopble u3 3abnokvpoBaHHbiXx VPN-CepBMCOB W3BECTHbl TEM, YTO COXPAaHSIOT CBOK
AOCTYNHOCTb AN POCCUMCKMX MOMb3oBaTerien, HecMoTps Ha MpOoAosHKalLWwmnecs MnomnbITKA
poCCUCKUX Bnacten 3abnokupoBatb nx paboTy ¢ nomowpbto DPI (Deep Packet Inspection). K
coXxarneHuio, HeB3BeLLeHHble pelleHns Apple no ucnonHeHuto TpeboBaHMIn POCCUINCKOro LeH3opa
CBOASIT Ha HET BCe OEeWCTBUS aKTUBUCTOB, pa3paboTyMKOB W XXYPHANWUCTOB, NO COXPaHEHWUo
csoboabl MHAopMaLun 1 obecneyeHnio NpaBa YenoBeka Ha NPMBaTHOCTb.

Yaoanenne komnaHuwen Apple VPN npunoxeHun TOMbKO MNOMOraeT POCCUICKUM BRACTAM
KOHTPONUPOBaTb MHGOPMALNIO B POCCUACKOM cermeHTe VHTepHeTa (PyHeTe).

Mbl, HwXenoAnucaBlUMECS MPEACTaBUTENU rpaxaaHckoro obwectea, npusbieaeM Apple Inc.
HeMeaJIeHHO BEpPHYTb BCe yAaneHHble no TpeboBaHuio PockomHagsopa VPN npunoxeHus us
poccuiickoro marasvmHa App Store, a Tak ke He OTBeYaTb Ha 3anpocbl U PaCMopPsKEHUs
POCCMICKMX BriacTeln NpoTMBOPEYaLLM MeXayHapoaHbIM CTaHAapTam npae YeroBeka.

Mbl o4eHb 0BECMNOKOEHbI TEM, YTO KOMMAHWS, BBMAOY HegocTaTovyHom NpoOBEPKKN 3alpocoB Ha
COOTBETCTBME BHYTPEHHUM NpasuiiamMm n MexayHaponHbiM CTaHOapTam, nomMmoraeTt pOCCVII?ICKI/IM
UeH30paM 3arnywartb npaBo3allUTHblE U aHTUBOEHHbIE TOJIOCa, a TaKXe TroJjioca TbiCAY
HEe3aBUCUMDbIX XXYPHAIMNCTOB.

Poccunckune Hopmbl 3akoHOB 06 MHpOpMaLmMK, Ha OCHOBaHMU KOTOPbIX TpebyeT 6GroknpoBKy
PockoMHag3op, npoTtmBopeyaT kKak caMuM NpuHUMNaM U npaBunam _Apple, Tak u
MeXayHapoaHbIM CcTaHgapTam B obnactu npae 4yenoBseka. EBponenckuin cyna no npasam
yenoBeka B aenax «Kabnuc npotus Poccuuy», «QHrensc npotus Poccuun», a Takke «dnaeyc
n gpyrue npotuB Poccumn», «XaputoHoB npotuB Poccum», «bynrakoB npotusB Poccum»
HEOAHOKPATHO YyCTaHaBnMBasn pPa3MbITOCTb POCCUMCKMX HOPM MpaBa B 4acTuM OrpaHU4eHus
AoCTyna K MHopmMaLumnmn n nx o4eBMAHOE NpoTnBopeyme EBponenckon KOHBEHLUN O 3aLLmTe npas
yenoeka. B Tom uncne, oueHnBas TpeboBaHMA 1 nocneayoLme AenCTBUA POCCUNCKNX BracTeun,
ECIMY npumwen K BbIBOAY O HE3AKOHHOCTU TpeboBaHWM BRnacTen, oTMedasl B PELIEHUM, YTO
‘nodasneHue uHpopmayuu 0 mexHosoausix docmyna K uHgopmayuu 8 MIHmepHeme Ha mom
OCHOB8aHUU, 4MO OHU Mo2ym cry4YaliHo criocobcmeogamb OGocmyrly K 3KCMPEMUCMCKUM
MamepuasiaMm, HU4eM He omsiudaemcsi om cmpeMseHusi ogpaHu4umb 0ocmyin K npuHmepam u
KcepokcaM, [OCKO/IbKY OHU MO2ym  UcCronib3o8ambeCsi Ol 80CMpoU38e0eHUs: makux
mamepuasos. brnokuposaHue uHgbopmayuu 0 makux mexHoso2usix npensamemeayem Aocmyny
KO 8cemMy KOHmMeHmy, Komopbil Moxem 6bimb r0/1y4eH ¢ MOMOWbIO 3MUX mexHooaul’”.

Cyﬂ, OTMETUJSI1, YTO UCMOSb30BaHNE TEXHOSOrMM 06xona 6]'IOKVIpOBOK He MOXeT ObITb cBefeHo
b K TOMY, 4YTO I'IOD,OGHI:IG MHCTPYMEHTbI NCNOJIb3YOTCA ONA HGD,OGDOCOBGCTHbIX NOonbITOK
nonyynTb OOCTYN K SKCTPEMUCTCKOMY KOHTEHTY. HeCMOTpFl Ha TO, YTO MCMNONb30BaHue nbon
I/IH(*)OpMGLl,I/IOHHOI?I TEXHOIOTMMU MOXET ObITb MCMONb30BaHO Ona ocywecTBrieHnA nencTenn,
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HECOBMECTUMbLIX C nNpuHUMnamMmn agemMokpaTtn4ecKkoro O6LLI,€CTBa, I'IO,D,O6HbIe TEeXHOIOrMnNn B
OCHOBHOM Chny>XaT MHOXeCTBY 3aKOHHbIX uenen, TakMx Kak obecneveHne 6e3onacHbIX
COeMHEHNI C yaarieHHbIMU cepsepamu, nepenada gaHHbiX Yepeas bonee 6bICprIe cepBepbl And
COKpaLlleHna BpeMeHun 3arpy3kn ctpaHuly npn MearneHHblIX CoeAMHEeHUAX.

KomuteT no npaBamM 4esioBeKa OOH Takke Bblpa3us_06eCNOKOEHHOCTb COO6UJ,eHVIF|MVI (o)
6J'IOKVIPOBKG ThICAY MHTepHeT-caVITOB N pecypcoB, a TakkKe pdaa nnachopM coumanbHbIX ceTen,
n npuseasn B CpPO4YHOM nopsAake OTMEeHWUTb BCE 3aKOHbI, HeobOCHOBaHHO orpaHmn4ymBarowimne
CBO60,E|,y BbIpaXeHua MHEHWNA. bonee TOro, PykoBogsiiune npuHUUNbI
npegnpuHMMaTenibCKON OeATeNIbHOCTU B _acnekTe npaB_uYeroBeka, NMPUBEPXKEHHOCTb K
KOTOpbIM noareepaunna Apple, Tpe6y+0T OT YacTHbIX KOMMNaHU n3deraTb COOENCTBUS OKa3aHWUIo
He6J'IaFOI'IpI/IF|THOFO BO3OENCTBUS Ha npaBa 4eJjioBeKa B paMKax CBOEN [OEATENbHOCTU WU
YCTPaHATb NOCrnencTBmnA Takoro BO3OENCTBUS B Ccrniy4yae, Korga oHO MMerno MecCTO.

Mbl, HXenognucasLunecs, obpallaemMca K BaMm ¢ Npocbbon y4ecTb 3TU BaXKHbI€ BONPOCHI NpaB
Yyenoseka Ha Ballen nnaTgopme.

Mbl nOHMMaeMm, ¢ KakMMun TPYAHOCTSIMM CTankuBaeTCs KOMMaHus, Korga ee npocAat cobnogatb
3aKOHbI, HapyLlaLwme MexayHapoaHble U perMoHanbHble CTaHAapTbl B 06nacTy npaB vYenoBeka
1 ncnonb3yemble ANs LEeH3Ypbl 1 NnogaBneHns cBoboabl cnosa. ATOT BOMPOC YXe nogHumancs
nepen Apple B KOHTEKCTE yAaneHUs MPUNOXEHUA Ha KUTAUCKOM pbiHKe. [MoTOMYy MbI
yBEepeHbl, YTO Yy Ballerd KOMMaHWW eCTb [OCTaTOYHble WMHCTPYMEHTbl Af1 NPOTUBOCTOSIHUSA
nonbITKaM LIeH3Ypbl CO CTOPOHbI POCCUNCKUX BriacTen N 3allmThbl NpaB nonb3osaTenen. bonee
Toro, komnaHma Google, Ha CEerogHAWHNA OeHb NPOTUBOCTOUT TpeboBaHnsM PockomHaasopa
yaanute npunoxexna VPN n3 Google Play Store. Apple cnegyeTt nocnegosaTth ee npumepy.

HOSTOMy Mbl NMPpU3biBaeM BacC oUueHMBATb BCE pacCnopAaXeHnAa n 3anpocbl O 6J'IOKI/IpOBKe C TOYKHU
3peHNA MeXOyHapOOHbIX CTaHOApPTOB B obnactu npasB 4eJyioBeka N He NOOYNHATBLCA TEM U3 HUX,
KOTOpPbl€ OrpaHN4YMBalOT AOCTYN K 3alUWEHHbIM BbIpaXeHUAM 1 cepBvCaM N NMPUIOXEHNAM, B
TOM HuUcne ocrnapmBaTb X BCEMU OOCTYMNMHbIMU NPaBOBbIMU CpeaCcTBaMW.

MbI npocum Bac npekpaTtuTb NoMoratb POCCUMCKUM BrlacTAIM B nopaBrfieHMU CcBO6OAbI
cnoBa B Poccuu 1 BepHyTb 3abnokupoBaHHble VPN-cepBuchl B poccumnckum App Store.

Mbl 6narogapum Bac 3a Balle BHMMaHWE K 3TOMY BOMPOCY U rOTOBbI K AManory u CoTpyaHU4ecTBy
AN noucka pelleHuin, koTopble ByayT oTBeYaTb MHTEpecam nonb3oBaTtenen npoaykummn Apple.

Access Now

Amnezia VPN

BlancVPN

Committee to Protect Journalists
Electronic Frontier Foundation
Eurasian Digital Foundation
GreatFire

Nooabhowdh~
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Hidemyname VPN
Human Constanta
Human Rights Watch

.Le VPN
12.
13.
14,
15.
16.
17.
18.
19.
20.
. PockomcBobopa
22.
23.
24.
25.

Majal

Proton

Red Shield VPN

Reporters Without Borders (RSF)
RKS Global

HA CBA3U

OBA-WNHdbo

MpasneHue [MpaxgaHckoro opyma
MepBbIn oTOEN

Pepnakuma nsganmns «MegnasoHa» (zona.media)
CeTteBble cBOOOAbI

Tennuua (te-st.org)

LleHTp 3awmTbl npas CMU

AnekcaHgp Nniowes, 1oTy6-kaHan The Breakfast Show

"anvHa ApanoBa, megunalopucT, ocHoBaTenb LieHTpa 3awuTel npas CMU
OmuTtpuin Koneses, XypHanucT

EkatepuHa MapTbiHOBa, nsgarens DOXA

»KaHHa HemuoBa, coocHoBatenb ®oHaa Bopuca Hemuyosa 3a Ceobony
MBaH NMaBnos, ocHoBaTenb KomaHabl 29 1 NepBoro otaena

KaTta ApeHuHa, koppecnoHaeHTka “INpoekra”

KceHus ApeHuHa, koppecnoHaeHT “lNpoekTta”

Kcennsa EpmownHa, crapwwmi ncenegosartens B Citizen Lab and eQualit.ie

. Makcum Kau, nonutuk, YouTube Griorep

. Oner 'puropeHko, rnaBHbI pegakTop 7x7 MopusoHTanbHas Poccus
. Maeen KaubirvH, CEO, “INpogomkeHune cnegyet”

. Poman [JobpoxoToB, wed-penakrop The Insider

. Capkuc dapbuHsH, knbepagBokaT, co-ocHoBaTenb Pockomceoboabl
. Cepren Nykawesckun, MaBHbIi pegakTtop “Pagno Caxaposa”

. Tancns bekbynaToBa, rnaepeq «Xonoga»

English Version

Tim Cook
CEO of Apple



Open letter to Apple: Stop censoring Runet

Dear Mr. Cook,

We, the undersigned members of civil society, call on Apple to take transparent and decisive
action in response to Russian authorities’ requests and orders to remove Virtual Private Network
(VPN) apps from its App Store in Russia.

To our knowledge, Apple removed popular VPN apps, including Red Shield VPN, Le VPN,
HideMyName, PlanetVPN, AdGuard VPN, and others, from its App Store in Russia on July 4,
2024.

According to letters sent to VPN service providers by Apple’s app review team, this decision
was made in response to the Russian censorship agency’s (Roskomnadzor) demands. However,
Apple has failed to explain why it deviated from its own standards and policies, which recognize
“the critical importance of an open society in which information flows freely” and state that “hand
in hand with the privacy of our users is our commitment to freedom of information and expression.”
Instead, the company is yielding to the demands of an authoritarian government eroding the free
internet, and ignoring the rights to information and free expression of people using its services.

According to reports by Freedom House and Reporters Without Borders (RSF), Russia falls in
the worst category on internet freedom indices and has an “unfree internet.” A joint study by
Roskomsvoboda and OONI also confirms that thousands of internet resources in Russia have
been subject to wartime censorship. Since March 2022, authorities have blocked access to all
independent media websites, social media platforms such as X, Instagram, Facebook, and
YouTube, and Russian and international human rights organizations’ online web resources,
including publications by Human Rights Watch, Amnesty International, RSF, Moscow Helsinki
Group, and others.

To date, tools based on VPN technology are one of the most effective ways for people in Russia
to stay online and access independent information, circumventing pervasive online censorship.

Living under wartime censorship people in Russia rely on the App Store not only as an application
store for their devices, but as the only window to free and independent information, accessible via
VPN applications. These have been developed by independent media, VPN service developers,
and civil society activists.

Furthermore, some of the VPNs removed from the App Store are known for keeping their services
available for people in Russia, despite continuous attempts by the Russian authorities to block
their work using Deep Packet Inspection (DPI). Unfortunately, Apple's ill-considered decision to
comply with Russian authorities’ demands negates the afore-mentioned actions taken by activists,
developers, and journalists to safeguard the right to freedom of information and privacy.
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By removing these VPN apps, Apple is making it easier for Russian censors to control information
in the Russia’ online space (Runet).

Apple must immediately restore all these VPNs to the App Store in Russia, and must not comply
with requests and orders from the Russian authorities that violate international human rights
standards.

We are alarmed that the company is not sufficiently verifying whether such requests comply with
Apple’s own policies and standards. By failing to do so, it is contributing to Russian censors’
attempts to silence human rights and anti-war voices, as well as thousands of independent
journalists.

Roskomnadzor’s blocking requests, which are enabled by Russian information laws, contradict
both Apple's own principles, as well as international human rights standards. The European Court
of Human Rights (ECtHR) has repeatedly found that Russian legal norms used to restrict access
to information are overly vague and incompatible with the European Convention on Human
Rights, as seen in the Kablis v. Russia, 00O Flavus and Others v. Russia, Bulgakov v.
Russia, Engels v. Russia, and Vladimir_Kharitonov_v. Russia cases. While specifically
assessing Russian authorities’ demands and subsequent actions, the Court concluded that the
demands were arbitrary, noting that “suppressing information about the technologies for
accessing information online on the grounds they may incidentally facilitate access to extremist
material is no different from seeking to restrict access to printers and photocopiers because they
can be used for reproducing such material,” and pointing out that “the blocking of information
about such technologies interferes with access to all content which might be accessed using those
technologies.”

The Court also noted that filter-bypassing technologies cannot be seen solely as tools used to
malevolently seek out extremist content. Even though any information technology can be used to
carry out activities incompatible with democratic principles, filter-bypassing technologies have
many legitimate uses, such as enabling secure links to remote servers or channeling data through
faster servers to reduce page-loading time.

The UN Human Rights Committee has also expressed concern about reports that thousands of
websites and resources, as well as a number of social media platforms, have been blocked in
Russia, and has called all laws that unreasonably restrict freedom of expression to be urgently
repealed. Furthermore, the UN Guiding Principles on Business and Human Rights, which
Apple has committed to upholding, require companies to avoid infringing on the human rights of
others and to address any adverse human rights impacts resulting from their activities.

We ask you to take these important human rights issues into account when making decisions
regarding your platforms.We acknowledge the challenges that Apple may face when requested
to comply with laws used to censor and suppress free speech, which violate international and
regional human rights standards. This issue has been raised with Apple previously, in the context
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of app removals in China. However, we are confident that Apple has sufficient tools to counter
Russian authorities’ attempts at censorship and to protect people’s rights. Google is currently
resisting demands from Roskomnadzor to remove VPN apps from the Google Play Store; Apple
should follow its example.

We urge you to assess all blocking orders and requests in terms of their compliance with
international human rights standards, and not to accommodate those that restrict access to
protected expressions and services (applications), instead challenging their legality by all
available means.

We ask you not to concede to the Russian government’s efforts to suppress freedom of
speech, and to instead restore all blocked VPN services on the App Store in Russia.

We thank you for your attention to this issue. We stand ready to cooperate with to find solutions
that will best serve the people using your products and services

Organizations:
1. Access Now
2. Amnezia VPN
3. BlancVPN
4. Board of the Civil Society Forum
5. Committee to Protect Journalists
6. Electronic Frontier Foundation
7. Eurasian Digital Foundation
8. GreatFire
9. HidemyName VPN
10. Human Constanta
11. Human Rights Watch
12. Le VPN
13. Majal
14. Mass Media Defence Centre
15. Mediazona (zona.media)
16. Net Freedom
17. NA SVYAZI
18. OVD-info
19. Pervyi Otdel (First Department)
20. Proton
21. Red Shield VPN
22. Reporters Without Borders (RSF)
23. RKS Global
24. Roskomsvoboda
25. Teplitsa (te-st.org)
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Individuals:

Alexander Plusheyv, journalist, YouTube Channel "Breakfast show"
Dmitry Kolezev, journalist

Ekaterina Martynova, publisher of DOXA

Galina Arapova, media lawyer, founder Mass Media Defence Centre
Ivan Pavlov, founder of Team 29 and First Department

Katya Arenina, correspondent of Proekt

Ksenia Ermoshina, Senior researcher at the Citizen Lab and eQualit.ie
Maxim Katz, politician and youtuber

Oleg Grigorenko, Editor in Chief of 7x7 Horizontal Russia

. Pavel Kanygin, CEO at Prodolzhenie Sleduet Media

. Roman Dobrokhotov, chief editor The Insider

. Ruslan Daiyrbekov, Eurasian Digital Foundation

. Sarkis Darbinyan, cyberlawyer, founder of Roskomsvoboda
. Sergey Lukashevskiy, Editor in Chief of Radio Sakharov

. Taisiya Bekbulatova, Editor-in-Chief Holod

. Zhanna Nemtsova, founder of Boris Nemtsov Foundation



